
ALERT: Energy rebate scam emails

Action Fraud is warning the public about a sharp rise in reports relating to fake emails 

purporting to be from Ofgem, the independent energy regulator for Great Britain. The emails 

claim that the recipient is due a rebate payment as part of a government scheme and provides 

links for the recipient to follow in order to apply for the rebate. The links in the emails lead to 

malicious websites designed to steal personal and financial information.

Between Monday 22nd August 2022 and Monday 5th September 2022, a total of 1,567 

phishing emails related to this scam have been reported via the Suspicious Email 

Reporting Service (SERS). All the emails display the email subject header Claim your bill 

rebate now . Offenders are using the Ofgem brand logo and colours to make the emails look as 

authentic as possible. However, the emails ask recipients to apply for an energy bill rebate 

before September 2020 , which is what prompted many recipients to realise the emails weren t 

genuine.

You can view examples of the fake emails in our social media posts on Twitter, Facebook and 

Instagram.

How you can protect yourself and others

If you have any doubts about a message, contact the organisation directly. Don t use the 

numbers or address in the message  use the details from their official website. Remember, 

your bank (or any other official source) will never ask you to supply personal information
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via email.

If you have received an email which you re not quite sure about, forward it to 

report@phishing.gov.uk. Send us emails that feel suspicious, even if you're not certain they're a 

scam - we can check.

For advice on how to stay secure online, please visit: www.cyberaware.gov.uk

(If you found this information useful, please share it with your friends, family and colleagues)

Message Sent By
Action Fraud
(Action Fraud, Administrator, National)

To reply or forward please use the below or these links: Reply, Rate, Forward / Share.

To login to your account, click here, To report a fault, click here

You are receiving this message because you are registered on Dorset Alert. Various organisations are licensed to send 
messages via this system, we call these organisations "Information Providers". Please note that this message was sent
by Action Fraud (NFIB) and that Action Fraud (NFIB) does not necessarily represent the views of Dorset Alert or other 
Information Providers who may send you messages via this system.

You can instantly review the messages you receive and configure which Information Providers can see your information 
by clicking here, or you can unsubscribe completely, (you can also review our terms and conditions and Privacy Policy 
from these links). You can also send unsubscription requests to unsubscribe@neighbourhoodalert.co.uk.

This email communication makes use of a "Clear Image"(gif) to track results of the email campaign. If you wish to turn off 
this tracking for future emails, you can do so by not downloading the images in the e-mail itself. All links in the body of this 
email are shortened to allow click through monitoring.

VISAV Limited is the company which built and owns the Neighbourhood Alert platform that powers this system. VISAV's 
authorised staff can see your data and is registered with the Information Commissioner's Office as the national Data 
Controller for the entire database. VISAV needs to see your data in order to be able to manage the system and provide 
support; it cannot use it for commercial or promotional purposes unless you specifically opt-in to Membership benefits. 
Review the website terms.
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